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NOVA COLLEGE-WIDE COURSE CONTENT SUMMARY 

ITN 295 – DEEP DARK WEB (3 CR.) 

Course Description 

Over 90% of internet content is hidden. Activists, hacktivists, nation states, researchers, and those who 

seek anonymity utilize the deep dark web. Being that 90% of the internet remains hidden, it is important 

for students and professionals to understand how to navigate the dark corners of the web. By 

understanding the deep and dark web, students will be subjected to unique perspectives on security, 

safety, reliability, and privacy. This course and its prerequisite supports DHS/NSA Center of Academic 

Excellence – 2 Year (CAE2Y) criteria. Current information on NOVA’s Cybersecurity Program is located 

at www.nvcc.edu/cybersecurity. 

General Course Purpose 

Understanding the deep and dark web is vital for Information Technology (IT) and Cybersecurity 

professionals who want to detect threats, protect themselves against malicious activity and learn how the 

dark web can be used to protect one’s anonymity.  

Course Prerequisites/Corequisite 

Prerequisite: ITN 260 

Course Objectives 

Upon course completion, students will be able to: 

a) Perform security self-assessments by understanding concepts

b) Differentiate between deep, dark, and surface web

c) Understand laws, regulations, and privacy considerations

d) Identify common uses based on real-world events

e) Build an anonymous web for secure communications utilizing publicly available tools

f) Identify multi-dimensional threats

Major Topics to Be Included 

a) Introduction to deep, dark, and surface webs

b) Gateways to deep, dark, and surface webs

c) Build hidden networks

d) Attribution management

e) Content analysis and assessment

Student Learning Outcomes 

1. Introduction to deep, dark, and surface webs

1.1. Administer pre-class security self-assessment

1.2. Research and understand potential sensitive data and reporting

1.3. Ethics, laws, regulations, rules of behavior

1.3.1. Define and provide examples of United States (US) computer laws 

1.3.2. Define and provide examples of regulations governing proper IT use 



1.3.3. Define and provide example rules of behavior during class exercises 

1.3.4. Define and understand cloud and multi-cloud management as it relates to security 

1.3.5. Interact with US policy makers on subject matter (field trip) 

1.3.6. Understand and accept ethical guidelines pertaining to concepts  

1.4. The Why, What, and How 

1.4.1. Understand various use cases for the hidden web 

1.4.2. Understand data types within these concepts  

1.4.3. Understand available tools, techniques, and methodologies 

1.5. Research open source resources available for data collection 

2. Gateways to deep, dark, and surface webs

2.1. Research and understand Tor (onion router) networks

2.2. Research and understand how FreeNet networks operate

2.3. Research and understand how ZeroNet is configured

2.4. Research and understand I2P (invisible internet project) concepts

3. Build hidden networks

3.1. Research publicly available platforms

3.2. Research paid tools to build a hidden network

3.3. Build hidden networks for secure peer-to-peer communications

3.4. Learn to host servers on the deep and dark web

3.5. Build webhosting services on the dark web

3.6. Interact with Internet Service Providers (ISPs) (speaker or field trip)

4. Attribution management

4.1. Define and understand attribution management

4.2. Define and understand proxies, virtual private networks, and tunneling

4.3. Research and understand how gateways mentioned above are configured

4.4. Research and learn multiple vs. single hop concepts as it relates to IPs

4.5. Use special software with built-in security and privacy made for such

4.6. Hear and interact with professionals from industry (speaker or field trip)

5. Content analysis and assessment

5.1. Analyze data types on each of the above dark web gateways

5.2. Research and understand influencers based on geographies

5.3. Research and understand languages used and why

5.4. Validate content integrity by pivoting through multiple webs

5.5. Extract intelligence from gathered dark web data

5.6. Engage with industry professionals (speaker or field trip)

Required Time Allocation per Topic 

In order to standardize the core topics of ITN 295 so that a course at one campus is equivalent 

to the same course at another campus, the following student contact hours per topic are required. Each 

syllabus should be created to adhere as closely as possible to these allocations; of course, the topics 

cannot be followed sequentially. Many topics are taught best as an integrated whole, often revisiting the 

topic several times, each time at a higher level. There are normally 45 student-contact-hours per semester 

for a three-credit course. (This includes 15 weeks of instruction and does not include the final exam week; 

so 15* 3 = 45 hours. Sections of the course given in alternative formats from the standard 16-week 

section still meet for the same number of contact hours.) The final exam time is not included in the 



timetable. The category “Other Optional Content” leaves ample time for an instructor to tailor the course 

to special needs or resources. 

Topic Time in hours Percentages 

Introduction to deep, dark, and surface webs 6 13% 

Gateways to deep, dark, and surface webs 12 26% 

Building hidden networks 10 23% 

Attribution management 6 13% 

Content analysis and assessment 6 13% 

Hands-on exercises based on real world scenarios 5 12% 

Total 45 100% 


